Application No. 09/781.158 

Reply to Office Action of August 11, 2004 

IN THE CLAIMS 
Please amend the claims as follows: 

Claims 1-9 (Canceled). 

Claim 10 (Currently Amended): ^Fhe-A microprocessor of claim 9. wh e rein having a 
unique secret key and a unique public key corresponding to the unique secret key that cannot 
be read out to external, comprising: 

a reading unit configured to read out a plurality of programs encrypted by using 
different execution code encryption keys from an external memory; 

a decryption unit configured to decrypt the plurality of programs read out by the 
reading unit by using respective decryption keys; 

an execution unit configured to execute the plurality of programs decrypted by the 
decryption unit; 

a context information saving unit configured to save a context information for one 
program whose execution is to be interrupted, into the external memory or a context 
information memory provided inside the microprocessor, the context information containing 
information indicating an execution state of the one program and the execution code 
encryption key of the one program; and 

a restart unit configured to restart an execution of the one program by reading out the 
context information from the external memory or the context information memory, and 
recovering the execution state of the one program from the context information; 

wherein the context information saving unit is configured to generate a random 
number as a temporary key, to encrypt the context information, and to save an encrypted 
context information into the external memory, the encrypted context information containing a 
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first value obtained by encrypting information indicating the execution state of the one 
program by using the temporary key and a second value obtained by encrypting the 
temporary key by using the public key; 

the restart xmit is configured to restart the execution of the one program by reading out 
the encrypted context information from the external memory, decrypting the temporary key 
from the second value contained in the encrypted context information by using the secret key, 
decrypting the information indicating the execution state from the first value contained in the 
encrypted context information by using a decrypted temporary key, and recovering the 
execution state of the one program from a decrypted context information; and 

the context information saving unit saves the encrypted context information that also 
contains a third value obtained by encrypting the temporary key by using the execution code 
encryption key of the one program. 

Claim 1 1 (Original): The microprocessor of claim 10, v^herein the restart unit 
decrypts a first temporary key fi-om the second value contained in the encrypted context 
information by using the secret key and decrypts the information indicating the execution 
state fi*om the first value contained in the encrypted context information by using the first 
decrypted temporary key, while decrypting a second temporary key from the third value 
contained in the encrypted context information by using the execution code encryption key of 
the one program, and restarts the execution of the one program only when the first decrypted 
temporary key coincides with the second decrypted temporary key. 

Claims 12-20 (Canceled). 
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